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ESTONIA

Area - 45 000 km2

1.33 mlj. Inhabitants
Member of EU since 2004
Euro-zone since 2011

Healthcare expenditures in Estonia
- 6.3% from GDP 2014 - 1.02 bln eur
(OECD countries average — 9% from GDP)

- Per person 1,452 USD in Estonia
- Per person average 3,453 USD in OECD

- Financed: 13% earmarked health
insurance tax on salaries paid by
employers
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Facts about e-services in Estonia

100% of schools and government organizations have broadband
connection

79% of have computer at home (2013)

mParking in main cities

83% of households have broadband connection (2014)
99% of bank transfers are performed electronically

96% of income tax declarations are made via the
E-Tax Board (2014)

31% of votes were cast over the internet on (2014)
62% of persons have completed the e-census (2012)



Estonian eHealth Foundation organization
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Main tasks of Estonian eHealth
Foundation

Development of Estonian Health Information
System (HIS) services

Coordination of information systems
harmonization used by medical professionals

Management of standardization process,
including classifications administration

Housing HIS and other supportive systems
International cooperation
Scientific cooperation with universities
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90-s. Local systems, focus on insurance Invoices
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2000 — 2010 health information exchange,
focus on health data

Planning of Project eHealth eHealth ePrescribtion
health data preparation Foundation Projects 01.01 2p010
exchange started (2003-2005) established (2006-2008) T
| | | | | | | |
2000 2002 2004 2006 2008 2010
X-road first Funding decision by Ministry National HIS
services of Economic Affairs 18.12.2008
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Laws that regulate eHealth area @
1. Health Care Services Organisation Act; |

2. Statute of Health Information System (governments Statute no 131 August 14"
2008);

3. The Statute no 53 September 17t 2008 of Ministry of Social Affairs on The
Composition of Data, Conditions and Order of Maintaining of the Documents
Forwarded to the Health Information System;

4. Data protection law;
5. Public Information Act.

« All healthcare providers must send data to Health Information System

« Access only to licensed medical professionals (other persons have access to
personal data in the HIS if such right arises from law)

« ID card for authentication and digital signature

« Patient has the right to close his/her own data collected in the central database (opt
out)

« Patient can access their own data (Patient’s Portal )
« Patient can declare their intentions and preferences
« Patient can monitor visits to their HIS. (All actions will leave secure trail).



eHealth services
in Estonia

» Collecting health service
reimbursement invoices 'i‘
~1995

Existing services

> Services for dental » Health insurance
care (2015) information ‘i‘
~2000

» eAmbulance
services (2015)

> Digital picture
archiving services
2005

Supporting

] . services
> Maedical certificate

services (2014)

» EHR services for
physician and patient

> Data and statistics 2008

services (2013)

» Digital registration
services
2008

> Cross Border Data Subservices
Exchange services

(epSOS 2013)

. - » ePrescription
eConsultation Services &

services 2010

2012
» Services for Social
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ePrescription

=7 o PRESCRIPTION i
A CENTRE

https://www.youtube.com/watch?v=m9rTZM2kj78



https://www.youtube.com/watch?v=m9rTZM2kj78

Three-layer development model of Estonian Health Information System

Institutional and user

level cooperation

End-user software

development and
data exchange services

Central System

Database and
related services

User needs

Process Descriptions
Data sets

NERETLS

Legal Framework
Training programs

End-user software
* User Interface
* Datainput
* Data Visualisation
* Data filters
Data transmission

Data transmission
Central services
External services
Database model
Infrastructure



Major architectural decisions of HIS

Integration through Central system
— Opt-out policy in form ,patient can close data from doctors”

XML based HL7 v3 (extended) messages
Documents are kept in XML format (HL7 CDA R2)
All identifiers have OID-s

Only final versions of clinical documents are sent into
central system

Reuse of national infrastructure
— ID card for authentication and digital signature
— Xroad for secure communication



Estonian eHealth architecture
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eHealth copies e-state architecture

Public sector Private sector
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HIS integration through X-Road
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Demographics
Mari-Liis
47595064059
Manni 1-2

Tallinn

Diagnosis

Allergy

pollen

Document processing

Agents

Health record

Demographics

Timecritical reports




Query processing

Patient

Agents
47595064059

Health record

Record type

Patsient

47595064059

Diagnosis
Diagnosis
Diagnosis
Diagnosis: chickenpox

Document no: 103
Hospital: PERH

Warning, some documents

are closed!




SECURITY & AUTHENTICATION




The 6 main principles “6 whales” of
security of Estonian eHealth system

1. A secure authentication of all users with ID-card or Mobile ID
2. Digital signing or stamping of all medical documents

3. A maximum accountability (transparency): all actions will leave an
unchangeable (and unremovable) secure tralil

4. Coding of personal data: separating of personal data from medical
data

5. Encrypted database that allows to remove the confidentiality risk
from the technical administrators

6. Monitoring of all actions together with the corresponding counter-
measures (both organizational and technical)
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STANDARDS




Standards

HL7 v3 and DICOM (Picture Archive)

International classification: ICD-10, LOINC, NCSP,
ATC

Estonian eHealth’s OID registry
Estonian eHealth classificators

— Published in publishing centre http://pub.e-tervis.ee

— Classificators are regulated by government act
https://www.riigiteataja.ee/akt/12910889



http://pub.e-tervis.ee/
https://www.riigiteataja.ee/akt/12910889

Patient portal new design (live 2013 june)
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Acceptance

ePrescription covers 100% of issued prescriptions. 98% are
prescribed digitally, remaining 2% are entered in pharmacy.

Over 95% of Hospital discharge letters are sent to the central
DB.

Ambulatory case summaries sending

— No certain rules for sending ambulatory case summaries!
1 348 468 person have documents



Data in Health Information System

Document Subject Patient index
registry _Patie_nt
identity
nte 2
Identity 3
Demographics (alternative sources) .
Patient Population Medical
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Version 2
Version 3
Medical documents N
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Documents and events in HIS 30.05.2016

Document type
Out-patient consultation notes
Referral answer
In-patient consultation notes
Referral
Immunization notification
Children Health check notifications
Daycare consultation notes
Emergency care summary

Home nursing summary

Total

Count
12 441 200

5615987
1487 551
427 258
345 611
300 898
213 418
191 852
3968

21027 743

Event type

Procedure
Analysis
Diagnosis
Encounter
Case
Observation
Immunization

Surgery

Count
119 454 936

57 026 835
25576 308
24 352 899
16 435472
15604 410
1 064 996
670 828



HIS usage per month

Documents per month

Patient queries per month —Healthcare professional queries per month
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ePrescription
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European Hospital Survey:
Benchmarking Deployment of e-Health Services 2012
The Availability and Use Composite Indicator

B View/Input Information on EHR (44%)  mmmm Clinical Decision Supporton EHR (15%) = Health Information Exchange (31%)
I Telehealth (10%) e EU2743

Estonia 57
Finland (25
Sweden (24

Denmark (10

Luxembourg (3
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ain (
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Estonian eHealth,
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eHealth Foundation financing

Year | Expenditure (€) Taxes EU Funds

2005 6 853 % % @

2006 259 944

Health Insurance Fund Ministry of Ministry of

2007 462 193 Social Affairs  Economic Affairs and
2008 1 009 156 ﬂ Communication
2009 1178362 Healthcare Provider ﬁ J

2010, 1433602 \ 12%  64%  24% 2013
2011 1834 204 eHealth Foundation

2012 3048 636

2013 3 293 680 Without EU financing 1/3 from HCP-s and 2/3 from Social Ministry




EU funded projects

Estonian eHealth Foundation

* Electronic Health Record (1.6 min €)

» Digital Registration (0.2 mIn €)

e Digital Images (0.2 min €)

e Activity surveillance module (0.4 mln €)

e Statistics module (0.4 min €)

e Authentication and authorization module (0.2 min €)
* elaboratory (0.2 min €)

Health Insurance Fund
* Digital Prescription (0.24 min €)
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| essons learned

Resources were planned only for central
development.

Usability is important. Developing process has
to include medical competence — users

Data quality is important
— Complete and quality data give value

Balance between security and usability

— PIN for every document ...



Digital stamp for family doctors

Documents Sent by GPs in 2012 and 2013 (1st Quarter)




Estonian eHealth,

where are you
going?




Personalized medicine

... proposes the customization of healthcare - with medical decisions, practices, and/or products being
tailored to the individual patient. The use of genetic information has played a major role in certain
aspects of personalized medicine, ...

‘_I'.. \.l_l_-. ]
TR (’; E-HEALTH

estonian genome center

university of tartu Combining information from these two

systems creates possibilty to develope
Over 50 000 donors personal medicine applications. Over 1 000 000 citizens
in database have documents in
database



Estonian E-health strategy 2020

* 5 Focus domains
— Quality of health data and infrastructure
— Orientation to person and personalized medicine
— Integral case handling and organizational cooperation
— Performance and quality of services evaluation / analytics
— Telemedicine services
 Workgroups - services, architecture, justice, research

and development, international cooperation,
management and financing



ePrescription evolution
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Drug interactions

Drug interactions

Electronic ordering

Fast delivery

Usage registration (sensor-enabled pills?)



Questions?



THANK YOU

Artur Novek
Estonian eHealth Foundation



